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Healthcare organizations are at risk for data breaches as the number of healthcare data breaches continues to rise annually
despite efforts to slow the upward trend. Since 2009, there were over 2,000 data breaches reported to the Department of
Health and Human Services (HHS).L Although only 18 data breaches were reported in the last three months of 2009, there
were 271 breaches during the first nine months of 2018. To minimize cyber risk, organizations should scrutinize data breach
reports and become informed about cyber risk threat vectors.

Data Breach Reporting

Healthcare data breaches are reported to the Department of Health and Human Services’ Office for Civil Rights (OCR). The
Health Insurance Portability and Accountability Act (HIPAA) Breach Notification Rule states that, “A breach is, generally, an
impermissible use or disclosure under the Privacy Rule that compromises the security or privacy of the protected health
information.” Healthcare providers must notify HHS of breaches of unsecured personal health information affecting over 500
individuals, and they must notify affected individuals within 60 days of breach discovery. Under HIPA A, organizations must
have user access controls to restrict employees’ access to the minimum necessary information needed, and they must use
physical access controls such as laptop cable locks, security cameras, regulated data disposal, and badge or biometrics access.
The Health Information Technology for Economic and Clinical Health Act (HITECH) extends the breach notification rules to
vendors and third-party service providers. As an illustration, a violation of the minimum necessary rule could occur if a
message was left on a family member’s home phone describing the patient’s medical condition and treatment plan, when the
patient had indicated that her work phone should be used for communications.

Examine Lessons Learned

Lessons learned from data breaches will drive cyber risk management because they identify threat vectors. Breaches are
expensive on many levels. Breached organizations face damage to their reputation, digital disruption, clinical errors, litigation,
and fines. Stolen patient information may be sold on the dark web, or utilized for digital extortion or phishing attacks.

In 2018, Anthem paid $16 million to HHS, the highest fine at the time, for a breach where a malicious email (phishing) attack
hit a company subsidiary and provided passwords for downloading the protected health information of 79 million people.Z A
federal investigation revealed Anthem did not implement access controls, perform enterprise-wide risk analysis, or conduct
adequate IT systems reviews.

Regarding lag time, in 2018 a Blue Cross Blue Shield employee error exposed healthcare data for three months, from April 23
to July 20, before being noticed.2 These cases underscore the need for access controls, employee training, network monitoring,
and data governance. Remember, if you can’t measure your breach threat vectors and catalogue them in your risk
management plan, then you can’t harden your data defense perimeter.

Identifying Threat Vectors

Identifying threat vectors benefits risk planning. The ubiquitous usage of mobile devices, such as laptops and smartphones,
exposes data to attack from malicious actors. Mobile devices are easy targets for data breaches. They are commonly used
outside the facility over Wi-Finetworks and their security is often dependent on the users. Additionally, these devices may be
lost or stolen, become infected with viruses, or be hacked. For mobile device management, the use of encryption, password
protection, firewalls, remote wiping, scheduled software updates, risk assessments, and bring your own device (BYOD)
programs are essential. Need incentive? MD Anderson Cancer Center paid $4.3 million for failing to secure and encrypt
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patient’s data, and Fresenius Medical Care North America paid $3.5 million for failing to conduct a complete risk analysis of
their electronic protected health information.%

Medical devices present an attractive entry point for cyberattackers. A medical device is defined as “an instrument, apparatus,
implement, machine, intended for use in the diagnosis of disease or other conditions, or in the cure, mitigation, treatment, or
prevention of disease, in man or other animals,” according to the US Food and Drug Administration (FDA) definition.

Medical device manufacturers must adhere to FDA administration quality system regulations (QSR) on cybersecurity before
and after they are approved for consumer use. The FDA collaborates with the Department of Homeland Security, medical
device manufacturers, health delivery organizations (HDOs), medical researchers, and end users to secure medical devices.

For example, HDOs would work with the vendors to select a medical device, then the manufacturer would validate that any
customizations (or future modifications) were compliant with the QSRs. Unfortunately, this system is lacking in checks and
balances because the manufacturers self-validate with little technical oversight from the FDA.

A related concern occurs during vendor selection, when facility teams are challenged to perform security testing. For instance,
can they tell if the vendor has a back door into the device’s systems? To facilitate thorough security testing, many companies
are contracting with security firms who perform cyberattack simulation testing.

HHS: What to Do Following a Cyberattack

The Department of Health and Human Services” (HHS) Office for Civil Rights (OCR) offers the following
quick-response tips for HIPA A-covered entities to take in the event of a cyber-related incident.

In the event of a cyberattack or similar emergency, an entity:

» Must execute its response and mitigation procedures and contingency plans. For example, the
entity should immediately fix any technical or other problems to stop the incident.

e Should report the crime to other law enforcement agencies, which may include state or local law
enforcement, the Federal Bureau of Investigation, and/or the Secret Service. Any such reports should not
include protected health information, unless otherwise permitted by the HIPAA Privacy Rule.

* Should report all cyber threat indicators to federal and information-sharing and analysis
organizations (ISAQs), including the Department of Homeland Security, the HHS Assistant Secretary
for Preparedness and Response, and private-sector cyber-threat ISAOs. Any such reports should not
include protected health information.

e Must report the breach to OCR as soon as possible, but no later than 60 days after the
discovery of a breach affecting 500 or more individuals, and notify affected individuals and the
media unless a law enforcement official has requested a delay in the reporting,

Read the full recommendations at www.hhs.gov/sites/default/files/cyber-attack-checklist-06-2017.pdf.

Other Risk Vectors

Other risk vectors arise from databases, legacy systems, cloud storage, and business associates. Legacy systems are present
at most companies, and many have software that cannot be updated. Moreover, their threat warning systems (if any) are not
usually interoperable with the company’s security monitoring systems, thus the legacy systems’ warnings are not being passed
to the security monitoring systems.

Regarding databases, an incorrectly configured Amazon data store caused Medcall Healthcare Advisors to breach personal
data (emails, doctors notes, and Social Security numbers) of 10,000 consumers twice in one month during 2018.2 As a
suggestion, when reviewing potential threats from business associates or service providers think outside the box. Recall that
these top companies have experienced cloud data breaches: Microsoft, Dropbox, Yahoo, Apple iCloud, and LinkedIn. Does
your company or do your business associates use these companies’ services? Do employees use them on company-owned
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mobile devices? If you don’t know the answers you may already be part of the collateral damage of these (or similar)
commercial breaches.

Now is the time to be proactive, harden your cyberthreat defenses, and strengthen your cyber risk management plan. Consider
this: when was your company’s last cyberthreat drill? Clearly, hiring a security team should be a priority, and red team threat
simulation drills are helpful.

Fortunately, there are many resources to guide these efforts. As a starting point, review the HIPAA crosswalk to the National
Institute for Standards and Technology Cybersecurity Framework (National Institute of Standards and Technology 2014).
Additionally, HHS has a cybersecurity checklist of steps to follow after a cyberattack and the Agency for Healthcare
Research and Quality offers an information and privacy program.

Understanding Risk Lowers Vulnerability

The number of consumers affected by healthcare data breaches continues to rise annually despite efforts to slow the upward
trend. Healthcare data breaches are costly on many levels. In the United States, the cost of cybercrime is estimated at $12.47
million dollars a year, and this will increase. Organizations need to identify cyber risk threat vectors, implement cyberdefenses,
and manage problems related to cyberattacks.

Understanding cyber risk can help lower your cyberattack vulnerability. Healthcare data analysts will play a vital role in cyber
risk mitigation, privacy and security education, and cybersecurity implementation. They could perform risk assessments,
educate employees, supervise data governance, and run red team drills. Security managers and a strong security team should
be part of an integrated security solution. Consider consulting with HIPAA experts to get a better handle on the relevant
legislation.
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